Workshop "Bits, Quanta, and Complex Systems: Brussels,
modern approaches to photonic information processing" 30 April - 3 May 2008

Session 4. Communication and cryptography
based on nonlinear classical physics

14:30 - 15:15 Claudio Mirasso (IFISC/UIB-CSIC)
Chaos-based communications : the concept becomes reality
(setting the scene / present day challenges)

15:15 - 16:00 Daan Lenstra (T U Delft)
Integrated photonic device for chaotic communication

16:00 - 16:30 Coffee break

16:30 - 17:15 Laurent Larger (University of Franche-Comté, France)
Optical chaos-based cryptography

17:15 - 18:00 Ido Kanter (Bar-llan University, Israel)

" Information-theoretic approach: chaos synchronization and

Hilbert's Tenth Problem
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2005-2006 Scientific Director of the Inter-University Research Institute
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Currently: Dean, Faculty of Electrical Engineering, Mathematics and
Computer Science, Delft University of Technology
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Since 1979 he researched topics in quantum electronics, quantum optics and
condensed matter physics, such as photon statistics in resonance fluorescence,
coherent electron transport, resonant tunneling, semiconductor lasers, nonlinear
dynamics in optical systems, alloptical ultrafast signal processing, etc..

Daan Lenstra has (co)authored more than 300 publications in international
scientific journals and proceedings and he has (co)edited 7 books

Coherence collapse in single-mode semiconductor-lasers due to optical feedback
D. Lenstra, B. H. Verbeek, A. J. Denboef, JQE, vol. 21,pp: 674-679, 1985.
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His current research at the FEMTO-ST institute, Besancon, includes the study of
chaos in optical and electronic systems for secure communications, delayed
nonlinear dynamics, optical telecommunication systems, and high spectral purity
optoelectronic oscillators.

Since 9/2007 he is a Junior member at the Institut Universitaire de France.

Prof. Larger initiated, together with Dr. Jean Pierre Goedgebuer, the studies of chaos
based optical communications using optoelectronic devices subject to electro-optical
feedback. They also proposed several ways to generate chaos (P, 1 f).

Optical cryptosystem based on synchronization of hyperchaos generated by a
delayed feedback tunable laser diode, J. P. Goedgebuer, L. Larger and H. Porte
PRL vol.-80; pp:2249-2252, 1998.
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Kanter's work during the last decade illustrates the connection between statistical
physics methodologies and information theory. His currently applying such methods
into  communication applications, particularly in multiple-access communication
channels. His interdisciplinary approach to the communication channel problem has
yielded new results, more rigorous understanding, and suggests new directions for
solving problems for which traditional approaches have failed.

A particular example is the single-cell multiple-access channels with a rigorous
analytical derivation of the Shannon capacity of a complexity-constrained code
division _multiple access, having great practical appeal and non trivial achievable
information rates. This is just example of the power of applying to information theory
the computational techniques of statistical mechanics and neural network theory.
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Introduction and historical perspective

Privacy and security are major Issues In communication
services networks that up to now have been covered mainly
by using key cryptosystems.

Public key encryption: Bob and Alice, wishing to exchange messag
In a secure way, use pair of keys; one is published while the other |
kept secret; the one that can only decode the message.
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Quantum Cryptography Was extensively addressed this morning.

Chaos-based Communications started with the ideas of Pecora
& Carrol (PRL 64, 821, 1990) that at beginning of 90" studied the
synchronization properties of chaotic systems. It was postulated
that chaos could be used to encode information. Cuomo &
coworkers (PRL 71, 65, 1993) performed the first experimental
demonstration using electronic circuits.

Electronic circuits, like Lorenz circuit, have low bandwidth (tens
of kHz) and are in general low dimensional systems => phase
space reconstruction methods allow to break the code
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These limitations can be overcome by using high dimensional
chaos generated by non-linear electro-optical devices

Semiconductor lasers are ideal candidates to for these non-
linear optical emitter / receiver systems due to many reasons:

@ Easily exhibit high-dimensional and complex chaotic
behavior with large bandwidth (~ tens of GHz or more).

@ Reliable, compact and low cost sources.
@ Their dynamics is quite well understood.

@ Fully compatible with optical fiber networks.



K_\ Chaos Based Communi c
IFISC

How does synchronization and encoding / decoding processes work?

Two spatially separated chaotic lasers can synchronise to each other
when a small amount of the output of one laser is injected into the
other. Consequently the irregular time evolution of the emitter laser

light is well reproduced by the receiver laser.
= - -
Pe(t)

The ability to synchronize depends on the dynamics itself and
can be only achieved when using very similar components for
both chaotic systems, with close matching parameters and
operating conditions (within ~ few % mismatch).

Pr(t)
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Once the two lasers have been synchronized, the chaotic

output of the emitter can be used as the carrier on which the
message Is encoded.

The receiver laser allows the message to be extracted by
synchronizing to the chaotic oscillations of the emitter (the carrier)
suppressing the encoded message (a small perturbation of the
carrier) in a process called chaos pass filtering. By comparing the

Input (carrier + message) and output (carrier only) of the receiver,
the message can be extracted.

Emitter

|

L

Data to Encode

Receiver

Recovered Data

Carrier + message

|. Fischer et al., Phys. Rev. A, 62, 011801 (2000)
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Following the ideas of Colet and Roy (P. Colet and R. Roy, Opt.
Lett. 19, 2056, 1994.) optical chaos based encoding/decoding
using SCL was theoretically proposed and numerically verified in
1996 by two independent groups
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C. Mirasso, P. Colet and P. Garcia, Phot. Tech. Lett. 8, p. 299 (1996); A. Sanchez,
C. Mirasso, P. Colet and P. Garcia, IEEE J. Quantum Electron. 35, 292 (1999).
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Fig. 10. Reconstruction of the bit sequence by synchronization and subtrac-
tion of chaos.

V. Annovazzi-Lodi, S. Donati and A. Sciré, JQE vol. 32, p. 953 (1996);

JQE vol. 33, p. 1449, (1997).
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Optical chaos communication experiment using fiber ring lasers
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_> Hundred Mbit/s and transmission ~ 100 Km

G. D. VanWiggeren and R. Roy, Science, vol. 279, pp. 11981 1200, 1998.
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Optical chaos communication experiment using SCD lasers
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J.P. Goedgebuer, L. Larger and H. Porte, PRL 80, 2249, 1998



